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CHALLENGES FOR DIGITAL INNOVATION

The finance sector has been quick to make use of IT 
in business, including by shifting accounting systems 
online. Financial institutions have developed over time 
by continually adopting sophisticated IT innovations, 
such as Internet banking, risk calculations for complex 
financial products driven by financial engineering, and 
high-frequency trading (HFT).

With the arrival of this new era of digital innovation, 
financial institutions with involvement in the IT industry 
faced the following new challenges to the continued 
provision of sophisticated services in the future.
(1) Agility

The changes driven by digital innovation are 
coming at a faster pace than occurred with IT in the 
past. Examples include technologies introduced by 
venture businesses that have spread rapidly, such as 
highly convenient smartphone applications and virtual 
currencies. The blockchain technology that serves 
as the basis of virtual currencies is recognized as an 
innovative technology common to not only financial 
institutions, but also to a wide variety of industries.

It is essential that innovative businesses be 
established quickly by putting these powerful new 
technologies to practical use.
(2) Openness

Digitalization is advancing in all industries, with all 
sorts of different economic and social activities being 

INTRODUCTION

FROM their first appearance in the 2nd half of the 20th 
century, computers were used to process business data 
in offices. With the emergence of the Internet, the scope 
of information technology (IT) expanded to include 
non-routine work as it became a means to encourage 
connections between people through tools like e-mail 
and social networking services (SNSs). Recent years 
have also seen the marked spread of the Internet of 
Things (IoT) and the connected car, referring to the 
connection of devices and vehicles, respectively, 
to the Internet, with the network-connected things 
themselves transmitting and receiving information. 
As the number of target devices increases, explosive 
growth is taking place in the quantity and diversity of 
the information they produce (see Fig. 1).

The digital innovations brought about by this 
digitalization of the whole society have been 
characterized, among other things, as representing a 
fourth industrial revolution (Industrie 4.0*1) and a new 
type of society (Society 5.0*2).

OVERVIEW: Social innovations achieved through the digitalization represented 
by IoT are bringing major changes, not only to the finance sector, but also 
to all areas of society. The creation of new value in ways that transcend 
the boundaries between companies, industries, and business categories and 
the adaptation to the rapidly changing business environment will require a 
platform that is different from the IT systems used in the past. This article 
summarizes the requirements for this platform and describes Hitachi’s IoT 
Platform, Lumada, announced by Hitachi. It also presents examples of 
innovation in the industrial sector and mentions advances in the fusion of 
finance and industry through digitalization. Finally, this article looks into the 
opportunities for improving the accuracy of risk assessment, controlling loss 
costs, and creating new services in collaboration with other industries that 
are made possible by applying this platform in the finance sector.
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*1 A strategic project run primarily by the German government for 
improving manufacturing. http://www.plattform-i40.de/

*2 A concept proposed in the 5th Science and Technology Basic Plan 
(2015) of the Cabinet Office of Japan. The plan stipulates, “through an 
initiative merging the physical space (real world) and cyberspace by 
leveraging information and communication technology to its fullest, 
we are proposing an ideal form of our future society: a ‘super smart 
society’ that will bring wealth to the people.” http://www8.cao.go.jp/
cstp/kihonkeikaku/index5.html
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converted to digital data, including the production, 
tracking, and distribution of goods; traffic conditions; 
the dissemination of news on the Internet; and the 
posting of SNS messages. To capture this data and 
deliver sophisticated services, financial institutions 
will be required to flexibly coordinate with companies 
in other industries and business categories that generate 
this data to create a connected world. 

It goes without saying that these arrangements 
need to be both open and secure. It is essential that 
the interfaces that make financial services available to 
other industries and business categories are provided 
in a secure manner.

NEW WAYS AND PLATFORMS FOR 
DELIVERING IT

The format of IT is also progressively changing in 
response to the wave of innovation created by digital 
technology.

Originally, the most common model used by 
financial institutions for providing services was to 
retain their own IT. Under this model, IT vendors 
participated in the system development of financial 
institutions as system integrators.

Subsequently, a new approach to using IT has 
emerged wherein a number of financial institutions 

develop and operate systems jointly with the aim of 
reducing costs as systems become larger and practices 
become more complex. Accordingly, the idea of 
shared economy, where a number of businesses share 
an IT platform to reduce the cost of development 
and maintenance, has been incorporated into 
system platforms.

Cloud computing has transformed IT by taking this 
idea further and making applications and platforms 
available as services. The jointly operated data centers 
of regional banks were among the early adoptions of 
this model.

Future digital innovation will involve a frequent 
exchange of data and services across different industries 
and business categories. Rather than the past practice 
of sharing services and other resources across a limited 
range of industries, a requirement of new platforms will 
be the establishment of ecosystems that span multiple 
industries and business categories (see Fig. 2).

HITACHI’S IOT PLATFORM, LUMADA

Based on the above considerations, in May 2016 
Hitachi announced its IoT platform, “Lumada” as a 
new platform to overcome these challenges.

Hitachi has a product range that includes power 
generation, railway, and medical devices, and an 
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Fig. 1—Expansion in Applications for IT and Growth in Data.
The quantity of data to be processed is increasing rapidly due to the growth in quantity and diversity of data generated by devices as 
a result of the IoT and the expanding scope of IT.

IT: information technology   IoT: Internet of Things   SNS: social networking service   GPS: global positioning system   AI: artificial intelligence
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extensive portfolio of operational technologies 
(OT) for controlling and operating these products. It 
also has extensive experience from its participation 
in the IT industry, dating back to the early days of 
computing. Lumada consolidates Hitachi’s advantage 
of possessing both OT and IT. The Lumada platform 
supports not only the IoT, but also all aspects of 
digital innovation.
(1) Platform for agility and collaborative creation

Digital innovation is the use of digital techhnologies 
to resolve management challenges or to create new 
business.

In the past, the mainstream practice for building 
IT systems was to have an IT system user, who has 
knowledge of the business, specify requirements and 
specifications, and then contract an IT vendor to deliver 
the system. In the case of digital innovation, in which 
IT is one source of innovation, a closer relationship 
between customer and IT vendor is required.

The first step in digital innovation is for the 
company and IT vendor to work together to come 
up with potential new innovations and to start by 
conducting a feasibility study. Once the feasibility has 
been demonstrated, the next step is front end engineering 
design (FEED), which includes consideration of the 
technical issues and tentative costs. This also requires 
easier system operation and management, with 

faster development, configuration, and modification 
compared to the past.

Lumada facilitates these processes and provides 
the required functions and components as a platform 
(see Fig. 3).
(2) Achieving openness

Because digital innovations that originate through 
collaborative creation involve greater coordination 
between the customer and the IT vendor, and more 
frequent interaction with other industries and business 
categories than in the past, they call for open practices 
that are not dependent on any specific type of IT.

There has been a rapid spread in the use of open 
source software (OSS), meaning software for which 
the source code and intellectual property rights are 
publically available and that is developed jointly based 
around a community. Many new technologies on the 
Internet are provided through OSS, and such software 
is becoming a de facto standard in various areas.

For Lumada, the benefits of using OSS for its 
individual components include enabling quick 
adaptation to new fields of IT and the availability of 
engineers.

The platform also accelerates collaborative 
creation by providing its interfaces and functions in 
open formats that make interconnection and shared 
use with other companies easier.
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Fig. 2—Platform that Provides an Ecosystem for Innovation.
Progress in digital innovation is enabling the exchange of data and services across different industries and business categories, 
creating a need for platforms that can provide an ecosystem for innovation.

PF: platform
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LUMADA AND OT SYSTEMS, EXISTING IT 
SYSTEMS

(1) Coordination with OT Systems
The emergence of the IoT, with the connection 

of a wide variety of devices to the Internet, has been 
a major factor behind digital innovation. A variety 
of protocols and standards have been proposed for 
communicating with these devices since the time 
when the term “machine to machine” (M2M) was 
coined. OT systems take various forms depending on 
the nature of the devices and how they are connected 
to the Internet.

Lumada coordinates with these diverse OT systems.
(2) Coordination with existing IT

New businesses created through digital innovation 
do not mean a complete break with the IT of the past. 
Coordination with existing systems such as customer 
databases and payment systems remains essential. 
However, because these existing systems were built 
using the IT of the past, they have not been designed 
to work with new applications.

Among the other areas where it is involved in 
accelerating innovation, Hitachi is working on 

establishing the capabilities to assist customers with 
the modernization of existing applications and the 
development and management of interfaces that 
provide access from other applications.

APPLICATIONS FOR LUMADA (PROVIDING 
SERVICES TO MANUFACTURERS)

Hitachi uses Lumada, which has these features, as 
a basis for supplying solutions that improve energy 
efficiency, productivity, asset utilization, and the 
convenience of data exchange to a variety of business 
sectors, including industry, social infrastructure, and 
healthcare. In the case of industry, for example, the 
trend toward digital innovations as represented by 
Industrie 4.0 is bringing significant changes to the 
competitive requirements of manufacturers. Hitachi is 
combining OT and IT in the manufacturing industry 
to organize and enhance platforms that can coordinate 
different companies across multiple sectors, in what it 
calls the “optimized factory.”

There is a strong requirement for manufacturing 
companies to transcend the boundaries between 
industries and to optimize value chains globally by 
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Fig. 3—Processes and Components for Agile Collaborative Creation using Lumada.
Lumada provides agility from early verification of potential innovations to implementation.
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organizations to coordinate activities of those 
companies that make up a value chain and utilizing the 
big data this generates mean we can respond quickly 
to fluctuating demands and changes in the supply of 
materials.

INNOVATION IN FINANCE USING SERVICE 
PLATFORMS

How will financial institutions use this digital 
innovation platform to achieve financial innovation?

In the finance sector, digitalization has been 
adopted for many product services, such as deposits, 
transfers, securities, and financial markets, and also 
for the prerequisites of these services. While there 
remain cases that involve handling physical items 
such as cash, there is no need for “things” in product 
development and production.

While there are limited opportunities for the finance 
industry to adopt IoT for their business innovation, 
various innovations in financial products and services 
will be possible once the targets of financial service 
are digitalized, and data from the targets is collected 

combining production sites and management (see 
Fig. 4).

For manufacturers that operate a number of sites 
around the world to perform accurate planning at a 
global level, they must be able to make accurate and 
timely assessments of information about production, 
sales, and inventory that is maintained individually at 
each site. This involves using IoT, big data, artificial 
intelligence (AI), and other forms of IT to collate and 
analyze workplace data on the activities of people, 
goods, and equipment, including procurement (of 
materials and parts), assembly (of semi-finished and 
finished products), quality control, and equipment 
operation, and to make immediate use of it in the 
workplace. It also involves analyzing the collected data 
and using it to make ongoing operational improvements.

Furthermore, Hitachi believes that the development 
of optimized manufacturing and management across 
the entire value chain [including procurement, 
assembly, logistics, and improving the cash conversion 
cycle (CCC) in coordination with financial institutions] 
is the next stage in improving business relations. 
Also transcending the boundaries between individual 
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Fig. 4—Collaborative Creation Platform that Optimizes Manufacturer Value Chains.
The diagram shows the architecture of a service for optimizing manufacturer value chains through the coordination of data both 
inside and outside the company.
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compliance with legal frameworks, regulations, and 
commercial practices.

In addition to making extensive use of its IoT 
platform “Lumada” in the industrial and public sectors, 
Hitachi will also strive to rapidly develop and deliver 
better services by utilizing the big data collected as a 
result of this and the associated know-how.

Based on the extensive technologies and knowledge 
of big data analytics that Hitachi has acquired in 
industry, it will engage in collaborative creation with 
financial institutions to determine how different sorts 
of data can be used in the development of financial 
products and services.

Hitachi also intends to work with financial 
institutions on creating the business ecosystems for 
achieving this.
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and available to financial firms to make the status of 
their targets visible.
(1) Improving accuracy of risk assessment

More accurate and detailed risk assessments 
can be made by collecting and analyzing the latest 
information such as life and economic activities, 
status, attributes of financial service customers 
(companies or individual customers), and entities 
involved (such as collateral). This has the potential 
to make assessing the advisability of granting credit or 
accepting a contract deal, pricing financial products, 
and evaluating the value of underlying assets, etc. 
with accuracy and criteria that are very different from 
those of the past.
(2) Creating opportunities to provide financial services

There is scope for using technologies such as AI 
and blockchain to automate transactions, policies, 
and the provision of financial services based on the 
circumstances of policy holders. This will create 
new opportunities by making financial services more 
customized, available on-demand, and timely.
(3) Control of loss costs

It will become possible to provide services to 
reduce potential losses by applying knowledge in the 
finance sector to customer data. This can both improve 
customer satisfaction and reduce loss costs for the 
financial institution.

Such services have already appeared in the field 
of vehicle insurance (called “telematics insurance”), 
and it is anticipated that these can evolve much 
further through the real-time collection and use of 
more detailed driving data in large quantities by taking 
advantage of advances in connected cars, for example. 

While this has the potential to lead to more 
competition, driving down premiums for insurance 
companies, it can also provide a business advantage 
through the development of products and services 
based on the company’s own know-how.

CONCLUSIONS

It is anticipated that the ability to collect and use big 
data to provide financial services through the adoption 
of the IoT will open up significant possibilities for 
innovation in those services. This means that financial 
institutions will need to form partnerships with the 
companies that use their services. Moreover, this will 
likely lead to financial institutions working on the 
platform and becoming part of business ecosystems, 
to develop and deliver appropriate and attractive 
financial services. Also important will be timely 
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