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The Architecture of IoT 

Platform Lumada

Th e rise of information technology (IT) has 

led to a high level of interest in the Internet 

of Th ings (IoT) because of its ability to uti-

lize information collected from various devices 

connected to networks. Companies can use IoT 

systems to combine information they have with 

various types of information newly obtained 

from devices, expanding the possibilities of 

business transformation. Th is is why business 

entrepreneurs are focusing on the IoT.

IoT systems require connectivity with a 

variety of devices, but many diff erent types of 

communication protocols are used depending 

on the device; unifying them into one specifi c 

protocol is diffi  cult. Connecting devices with 

these diverse communication protocols is thus 

becoming an issue. Companies that are adopt-

ing the IoT have to proceed by trial and error to 

fi nd out how the IoT can trigger innovation for 

their business, giving rise to the need to create 

1 prototypes in short periods of time and at low 

cost. IoT systems also often handle informa-

tion that is a source of competitive strength for 

a company, and many companies are reluctant 

to allow data on these production systems to be 

taken outside the company.

Hitachi provides the Lumada IoT platform 

with a set of common functions for rapid and 

eff ective development of IoT systems. It clas-

sifi es the common functions that are essential 

for the IoT into fi ve function groups called 

Edge, Core, Analytics, Studio, and Foundry 

(see Figure 1.1).

“Edge” refers to a group of functions that relay 

device data to IT systems. Th is is normally 

implemented near the devices in the form of 

a IoT gateway. It also includes data processing 

(data fi ltering and analysis) on the IoT gateway.

“Core” refers to a group of functions that 

collects and accumulates data. In addition 

to data lakes that accumulate data, it also 

includes device management functions. Device 
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management requires systematic management 

of device data attributes and digital modeling of 

devices, in addition to individual management 

of connected devices. Hitachi calls the digital 

model for devices connected to IoT systems 

“Asset Avatars.”

“Analytics” refers to a group of functions 

used for analyzing collected data. In addition 

to analysis functions including artifi cial intel-

ligence (AI), it contains functions that gener-

ate data sets suitable for analysis by combining 

information from devices and various types of 

IT systems.

“Studio” refers to a group of functions relating 

to user interfaces for end users and developers, 

such as application dashboards and application 

development environments.

Lastly, “Foundry” refers to server and network 

functions that support IoT systems.

Lumada provides common functions based on 

the two concepts of “composable” and “portable.”

“Composable” means the ability to confi gure 

IoT systems that combine functions suited to 

customer needs. An example on the OT data 

collection platform (which collects data from 

devices) would be the ability to use PTC Inc.’s* 

Th ingWorx* and Axeda*, or the MQTT protocol 

in addition to communications systems sup-

ported by the Hitachi, in order to widen the 

range of connectible devices. For other function 

groups also, components can be selected as 

needed from several options (see Figure 1.2).

“Portable” means that the system can be built 

on the cloud or on-premise. Hitachi provides 

Lumada on-premises to accommodate the need 

for on-premises operation of IoT systems devel-

oped in the cloud during the proof of concept 

(PoC) phase.

And, in order to meet the needs of users for 

agile implementation of IoT systems during 

PoC, Hitachi provides a Node-RED-based 

application development environment as one 

of the Studio functions. Th is function allows 

program development by connecting function 

blocks using a graphical user interface (see 

Figure 1.3).

In this way, Hitachi can co-create IoT sys-

tems that inspire business innovation by eas-

ily combining various functions supplied as 

IoT platform Lumada through trial and error 

together with customers.

* See “Trademarks” on page 148.
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Hitachi Application Framework/

Event Driven Computing

In IoT system developing, creating new value 

through repeated hypothesis testing requires 

a diff erent approach than traditional system 

development where development only starts 

once the requirements are clearly delineated. 

Th ere are several challenges that need to be faced 

when using the IoT, such as the vast amount of 

time required to process the big data it generates, 

handling new types of data after introduction 

of the system, and tracking the data increase.

Given this situation, in September 2017, 

Hitachi added a common IoT framework as 

a new function in its distributed processing-

based application execution control platform, the 

Hitachi Application Framework/Event Driven 

Computing (HAF/EDC). Th is framework can 

predefi ne the data processing models com-

monly required in the IoT in terms of storage, 

analysis, and reference processes, to eff ectively 

process data in accordance with those stan-

dard procedures. Systems can be designed and 

developed in a short space of time with highly 

2 eff ective hypothesis testing, helping to create 

high-added-value services utilizing the cus-

tomer’s IoT.

OT Data Visualization Platform

Th e Edge and Core functions in Lumada’s 

architecture are handled by an OT data visu-

alization platform.

Th is platform collects data from various fi eld 

assets and normalizes data for real-time visu-

alization and analysis. It is a publish/subscribe 

message distribution platform that is based on 

the open Lumada concept. It has a loose-cou-

pled architecture and includes a variety of open 

source software (OSS).

Th e main features are as follows.

(1) Data collection

Collecting data from the gateway (GW), 

PLC, and IoT platforms of 3rd party vendors.

(2) Data normalization

Eff ectively normalizing data according to data 

normalization logic (e.g. binary text conversion) 

and absorbing diff erences in various data formats.

3
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(3) Real-time monitoring and control

Feed back the results of analysis to the fi eld 

in real time.

(4) Maintainability and operability

Enabling integrated management of assets 

(e.g. GW, PLC).

Th is platform is provided as a solution for the 

manufacturing industry and aims to expand its 

applications further, to plants, urban, logistic, 

healthcare, and so on.

Deep Learning

Behind the rapid advance and spread of AI lies 

the research and practical implementation of 

4

deep learning. Hitachi has already built up a 

track record of incorporating deep learning 

in various analytical technologies, but there is 

increasing demand for a wider scope of recogni-

tion and automation.

Deep learning is expected to improve pro-

ductivity by replacing simple work performed 

by hand and achieving recognition rates higher 

than humans can, and to be applied to fi elds that 

up to now were diffi  cult to model. Yet the black 

box of deep learning still faces challenges like 

guaranteeing the results of judgments and the 

diffi  culty of explaining how it works. Hitachi 

is working to overcome these challenges, to 

develop deep learning technology that will be 

easier to use and more reliable.
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Fri Sep  9 08:02:08 2016 INFO ...
4001, 0083, 0301, 5349, 2D34, 3631, 3930, 3930, 
3731, 3131, 3334, 5357, 2D34, 3631, 3930, 3930, 
3731, 3131, 3130, 0000, 0000, 0000, 0000, 0000, 
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2016 11 22 12:34:56 Sensor1 10 temperature
2016 11 22 12:34:56 Sensor2 02 pressure
2016 11 22 12:34:56 Sensor3 30 ampare
2016 11 22 12:34:56 Sensor4 04 volt
2016 11 22 12:34:56 Sensor5 50 velocity

3  Use case of OT data visualization platform

1. Visual inspection of production lines 2. Detecting damage to infrastructure 
equipment, diagnosing deterioration
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4  Example applications of deep learning technology
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make this possible, Hitachi extended the GUI-

based OSS, Node-RED, used to build applica-

tions without coding was extended in Studio, 

and enhanced the application programming 

interface (API) functions for linking to external 

systems and services and the team development 

functions.

Th e entire Hitachi Group is working to 

expand its original nodes and reusable solutions 

to help rapidly provide value.

DevOps PoC Environment 

Provisioning Service

Th ese days, companies are expected to gener-

ate new, previously unrealizable value by trans-

forming their business and operations using 

digital technologies and digitalized informa-

tion. Platforms that can rapidly develop applica-

tions through repeated trial and error in a short 

period of time are essential to achieve this.

6

Greater progress in the development of deep 

learning technology will realize more advanced 

analysis, recognition, and automation, providing 

solutions for improved labor productivity and a 

safer, more secure society.

Studio Function Group Connects 

Values with Node-RED

Th e IoT systems that Lumada supplies generate 

value by combining customer assets (IT and OT 

systems, data) with Hitachi’s system confi gura-

tion technologies and enabler technologies (e.g. 

AI, big data, storage). 

Th is process of combination requires trial and 

error between the customer and Hitachi.

In Lumada, the Studio function group acts 

as the control tower. It assembles the overall 

processing using the Edge and Analytics func-

tion groups to provide a development/execution 

environment that renders value (data) visible. To 

5
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and expand business performance, but also need 

to consider how to improve employee motivation 

and satisfaction. Yet diff erences in organizational 

attributes and eff ective methods for managing 

diff erent staff  members make it diffi  cult to man-

age teams as they should be managed.

Hitachi’s organizational-reform solution ser-

vice uses wearable sensors to measure and visu-

alize the behavioral data of employees. It also 

calculates an organizational happiness index, a 

marker of the level of activity of an organiza-

tion, to determine the status of the workplace. 

Hitachi AI Technology/H analyzes these work-

place data along with data on business opera-

tions, to propose measures for improving the 

activity level of each individual organization. 

Th is helps to raise organizational performance 

and to promote workplaces where employees 

work actively and with enjoyment.

Plan Optimization Service

In recent years, the declining labor population 

is becoming an issue. Th e lack of experts is a 

particularly serious problem. AI and other new 

technologies are expected to help with skills-

transfer and to improve work effi  ciency.

Hitachi’s plan optimization service system-

atizes the planning work that previously only 

well-experienced experts could do. Th is reduces 

the burden of planning work and minimizes 

the operational continuity risk and knowledge 

transfer risk, while also accelerating and enhanc-

ing the quality of planning work.

8

Hitachi’s DevOps*1 PoC environment pro-

visioning service supplies development envi-

ronments that allow rapid development of 

applications by combining and interlinking OSS.

Th e main features are as follows.

(1) Project management (Redmine*2)

Project management supporting both agile 

development and waterfall development.

(2) Social coding (GitLab*2)

A version management system with functions 

for managing reviews within a team.

(3) Real-time communication (Rocket Chat*2)

Communication tool to facilitate sharing of 

information among developers.

(4) Automated development environment 

(Drone*2)

Provides a platform that automatically exe-

cutes building, testing, and deployment once 

updates in GitLab are detected.

*1 A software development method coined by combining the words 
“Development” and “Operations.” DevOps entails a close link 
between development and operation in developing new func-
tions required by operations.

*2 See “Trademarks” on page 148.

Organizational-reform 

Support Service

Th e workplace environment is rapidly becom-

ing more complex for many reasons: the rapidly 

changing business environment, advancements in 

robotics and AI technology, diversifying types of 

employment, diff erent views on the company and 

work, and greater awareness of work-style inno-

vations to limit long working hours. Managers 

and administrators not only need to maintain 

7
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testing for data utilization. Th is accelerates busi-

ness based on collaborative creation between the 

customers and the Hitachi Group.

Th e service began as a cloud-based collabora-

tive creation environment for digital solutions 

on October 25, 2016.

By providing Pentaho, a big data analytics 

program at the core of Hitachi’s Lumada IoT 

platform, the DevOps PoC environment pro-

visioning service supporting agile development*, 

as well as consulting and other services using 

Hitachi AI Technology/H, Hitachi is support-

ing the rapid launch of the system environments 

required for PoC after establishing hypotheses.

In addition to this, Hitachi showcases via 

demonstrations in the cloud environment cut-

ting-edge examples achieved in many business 

fi elds by the group and its customers inside and 

outside the company, supporting the collabora-

tive creation of digital solutions with customers.

*  In software engineering, a group of lightweight development tech-
niques for rapid and adaptive software development.

Th e main features of this service are as follows.

(1) Hitachi AI Technology / MLCP: Hitachi’s 

original constraint programming technology 

combining AI technology with mathematical 

optimization technology.

By learning the incisiveness and knowledge of 

experts from historical plan data, computers can 

draft plans at nearly the same level as experts.

(2) Th orough operational understanding process 

by an expert team

Team members with design skills interview 

experts and study the workplace, to pinpoint the 

constraints to consider in drafting plans and the 

data required for AI learning.

Hitachi will continue digitalizing the knowl-

edge of experts by combining these key features.

Lumada Competency Center

Th e Lumada Competency Center (CC) is a ser-

vice that provides a system verifi cation environ-

ment to speed up prototyping and hypothesis 

9
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8  Overview of Hitachi AI Technology/MLCP

PoC service
Example (DevOps environment provisioning service)

…
Provided content
• Collaborative creation environment that places emphasis on prototyping and 

value verification details
• Enables global verification testing

Features of the new service
(1) PoC system environment
 Facilitates trials for data utilization
 Help desk in Japanese available weekdays from 9:00 a.m. to 5:00 p.m. 

(excluding year-end and New Year holidays)
 Security monitoring via cyber attack detection and vulnerability diagnostics
(2) Showcase demonstration
 Experience via demonstrations in a cloud environment the benefits of 

various digital solutions such as inventory optimization and equipment 
failure prediction diagnosis.

9  Providing demonstrations and verification environments via Lumada CC


