P Rel
Fcr)ersliwmeeij?;tee Release H ITACH I

Hitachi launches HMAX Cyber, an operational resilience service supporting
business continuity in the Al era

Combining the use of frontier Al with Hitachi’s practical expertise in defending social
infrastructure to provide comprehensive support from vulnerability visualization to rapid
recovery

Operational resilience service

HMAX Cybe r Anticipate risks and

minimize impact
« Asset and vulnerability visibility

+ Risk assessment and prioritization
« Preventive measures and BCP

Continuous protection " preparation
through expert-led
operations

« Monitoring and analysis through an
integrated IT/OT SOC

« Threat hunting and incident response

«24/7/365 managed security operations

« Continuous improvement and
operational support

Resilience Rapid recovery and
impact minimization

+ Recovery planning, training,
and exercises

« Data protection and backup

« Recovery support and
recurrence prevention

Partnerships

Collaboration with leading Al companies
in cyber security, including Anthropic,
OpenAl, and Google Cloud

Customer Zero Experience
Operational expertise refined through
Hitachi's own real-world deployment as
the first customer

IT x OT x Physical Al
Cross-domain integrated solutions that
optimize operations across the entire
enterprise, including frontline operations

—

Hitachi’s strengths supporting HMAX Cyber globally
HMAX Cyber Overview

Tokyo, September 3, 2026 — Hitachi, Ltd. (TSE:6501, "Hitachi"), today announced the launch of

“HMAX Cyber” (“the service”), a new operational resilience service that protects enterprise
systems from increasingly sophisticated cyberattacks and supports business continuity. The
service is one of the Foundry Solutions that support HMAX by Hitachi (“HMAX”), a next-
generation suite of solutions that brings the power of Al to social infrastructure. The service
supports business continuity for enterprises in the Al era by combining insights into frontier Al™
gained through collaboration with companies including Anthropic, OpenAl, and Google Cloud ,
with Hitachi’s operational and defense expertise cultivated at railway, energy, and industry
infrastructure sites worldwide, as well as GlobalLogic’s experience and know-how gained
through overcoming challenges together with customers. HMAX Cyber includes three service
categories: “Govern & Identify,” which anticipates and prepares for potential risks; “Manage,”
which supports 24/7 monitoring and operations; and “Recover,” which enables rapid restoration
in the event of an incident. The service provides comprehensive support ranging from Business
Continuity Planning (BCP) development and vulnerability visualization to cyberattack
prevention, rapid recovery, and BCP execution, thereby contributing to enhanced customer
resilience.

By leveraging frontier Al, the service helps organizations identify unknown vulnerabilities and
potential risks at an early stage, enabling a proactive defense approach that stays ahead of
attackers. In addition, Hitachi is already using the service as Customer Zero across energy,
railway, and industrial environments. For example, Hitachi Rail, which operates Hitachi’s global
railway systems business, has introduced an Agentic SOC (Security Operations Center) ™
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developed in collaboration with Google Cloud to autonomously respond to threats as part of its
efforts to accelerate digital transformation. Hitachi continuously incorporates the effectiveness
and operational insights gained through these internal practices into the service, further
enhancing its capabilities. As a result, HMAX Cyber automates routine tasks, enabling
cybersecurity professionals to focus on advanced decision-making efforts needed to achieve
faster, more accurate responses that improve cyber resilience.

Furthermore, Hitachi’'s FDE (Forward Deployed Engineer) teams, which work closely with
frontline operations to rapidly resolve highly complex challenges using Al, will collaborate with
the Frontier Al Deployment Center, which houses proven Al implementation expertise and
technologies, to deliver value to a broad range of customers.

Hitachi is also focused on the social implementation of Physical Al by bringing together
expertise in IT, OT, and products. At the core of this effort is HMAX, a next-generation suite of
solutions that brings the power of Al to social infrastructure. The service is positioned as one of
the Foundry Solutions supporting HMAX. Going forward, Hitachi will further enhance the
service’s capabilities and expand it globally while continuing to advance its capabilities through
collaboration with partners. Through these efforts, Hitachi will support the continuity of business
activities and the stable operation of social infrastructure and contribute to the realization of a

sustainable society.
*1 Press Releases
Issued on May 19, 2026
Hitachi announces strategic partnership with Anthropic to strengthen "Lumada 3.0" through frontier Al
Issued on June 9, 2026
Hitachi and Google Cloud expand strategic alliance to accelerate real-world deployment of physical Al through
FDE and advanced cybersecurity solutions
Issued on June 17, 2026
Hitachi expands its work with OpenAl to accelerate Al-driven modernization and cybersecurity
Issued on July 28, 2026
Hitachi accelerates critical infrastructure security validation processes with Claude Mythos Preview through
Anthropic’s Project Glasswing
*2 Agentic SOC (Security Operations Center): A tool for Al-enabled security monitoring.

Background

Al’s rapid evolution in recent years has brought tremendous benefits to business. Meanwhile,
cyberattacks have become increasingly sophisticated and faster, making it more difficult to
prevent system intrusions. Additionally, attackers’ targets have expanded beyond the IT domain
to include the OT domain and even entire supply chains involving business partners. Threats
that infiltrate through these various pathways do not immediately surface and may remain
dormant within systems, sometimes resulting in severe business impacts such as prolonged
operational shutdowns once they become apparent. Accordingly, organizations are required not
only to implement preventive measures thoroughly but also to establish frameworks that
minimize the impact on business operations and enable rapid recovery in the event of an
intrusion. Addressing cyberattacks has become a management issue critical to protecting
corporate value and ensuring business continuity.

Comment from Yoshinori Hosoya, Vice President and Executive Officer, CEO of Al & Software
Services Business Unit, Hitachi, Ltd.

“Hitachi has built up extensive experience in cybersecurity across the IT, OT, and product
domains over many years. Building on this expertise, we established the Cyber Center of
Excellence as a dedicated cybersecurity organization, bringing together the collective strengths
of the Hitachi Group while advancing the detection of and response to cyber threats through
collaboration with global Al companies. We are pleased to offer a uniquely Hitachi service that
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https://www.hitachi.com/en/press/articles/2026/05/0519b/
https://www.hitachi.com/en/press/articles/2026/06/0609a/
https://www.hitachi.com/en/press/articles/2026/06/0609a/
https://www.hitachi.com/en/press/articles/2026/06/0617/
https://www.hitachi.com/en/press/articles/2026/07/0728a/
https://www.hitachi.com/en/press/articles/2026/07/0728a/

provides comprehensive coverage from prevention and operational monitoring to rapid recovery
in the event of an incident, leveraging both the proven results of Hitachi's own Customer Zero
initiatives and the application of frontier Al technologies. Going forward, Hitachi will continue to
enhance HMAX Cyber, helping customers achieve secure and sustainable business growth while
building resilient operational foundations.”

Three HMAX Cyber Service Categories Overview

1. Govern & Identify: Anticipating and preparing for potential risks

Through support for BCP development and regulatory compliance, the service clarifies response
procedures for emergencies while visualizing information assets and potential risks across IT and
OT environments. In addition, drawing on the expertise of the FDE teams, centered on
GlobalLogic, which have worked alongside customers to solve frontline challenges, the service
conducts frontier Al-powered vulnerability assessments to support the early identification of
complex security risks. Furthermore, through support for establishing a PSIRT (Product Security
Incident Response Team)*3, organizations can discover and address their own weaknesses
before attackers can exploit them. By combining practical expertise cultivated through Hitachi’s
social infrastructure businesses with state-of-the-art technologies, the service enables
management and frontline personnel to share a common understanding of risks and proactively
prepare for business continuity, thereby minimizing risks arising from the increasing speed and

sophistication of cyberattacks.
*3 PSIRT: An organization established to improve the security of products and services and respond to incidents such
as defects and system failures.

2. Manage: Continuous 24/7 protection through human-Al collaboration

Powered by Hitachi’s integrated IT/OT SOC, which provides 24/7 continuous monitoring, the
service enables an Agentic SOC model, in which Al agents autonomously identify and
investigate threats and initiate response actions, realizing a new approach to security
operations. This monitoring is supported by globally collected and analyzed threat intelligence.
By continuously incorporating the latest attack methods and vulnerability trends into the service
and proactively detecting indicators of attacks targeting the organization, the service rapidly
performs automated threat detection, initial response, and containment such as network
isolation, including at night and on holidays.

Furthermore, leveraging the integrated IT/OT monitoring and analysis expertise accumulated
through Hitachi Rail’'s operation of railway systems worldwide, together with Google Cloud’s
advanced cloud and cybersecurity technologies, the service draws on Hitachi's practical
experience operating mission-critical systems that support social infrastructure. Insights gained
through incident response are fed back into operations to continuously enhance monitoring and
analysis capabilities. As a result, organizations can maintain business continuity and resilient
operations without having to maintain in-house teams of highly skilled cyber security personnel.

3. Recover: Enabling rapid business recovery should an incident occur

The service supports recovery planning that assumes cyberattacks will occur, rapid data
restoration, and execution of BCPs involving executive management. In today’s environment,
where preventing intrusions into systems is increasingly more difficult, the ability to continue
operations after an incident occurs is critical. The service uses Hitachi Vantara’s proprietary data
protection technology™ to isolate critical data in environments inaccessible to external attackers
while simultaneously providing an environment that enables rapid restoration to the last known
good state prior to an attack. In addition, based on its track record and expertise in supporting
mission-critical systems globally, Hitachi manages cyberattacks not merely as IT risks but from a
business continuity perspective. This all helps organizations establish a resilient management
foundation capable of quickly resuming operations even after ransomware and similar attacks.
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Furthermore, by leveraging Hitachi’s own practical BCP expertise, the service supports
everything from restoring affected systems to enabling rapid executive-level situational
awareness and decision-making, thereby contributing to the rapid recovery of business

operations.
*4 Japanese Patent JP7121079

Pricing and Availability of Services Comprising “HMAX Cyber”

Service Category Service Contents Price Availability

Govern & ldentify v' Visualization of assets and
vulnerabilities

v Vulnherability assessments
v PSIRT establishment support
v BCP development and regulatory
compliance support
Manage v Integrated IT/OT SOC monitoring .
v' Threat detection and initial UGN UFEn September 3, 2026

r
response HgLEs

v Prevention of damage escalation
v Threat intelligence

R
ecover v Recovery planning

v High-speed data restoration
v BCP execution support

*5 Some services will be rolled out sequentially starting September 3, 2026.

Introduction at Hitachi Social Innovation Forum 2026 JAPAN

This service will be showcased at "Hitachi Social Innovation Forum 2026 JAPAN" held from
September 3rd (Thu) to 4th (Fri) in Tokyo.

Learn more about the service at "Session ES02-01: Driving Social Resilience through Co-
Creation in Al Era" (September 4th at 9:30 am) and the exhibition “EX13: Secure Ops &
Products: Cyber in Al Era”

For more information on "Hitachi Social Innovation Forum 2026 JAPAN", please visit the official
website at: https://www.service.event.hitachi/en/regist/

Trademark Notice
Google Cloud is a trademark of Google LLC.
All trademarks and product names are the property of their respective owners.

About Hitachi, Ltd.

Through its Social Innovation Business (SIB) that brings together IT, OT(Operational Technology) and products,
Hitachi aims to be a global leader in continuously transforming social infrastructure through digital, contributing to a
harmonized society where the environment, wellbeing, and economic growth are in balance.

Hitachi operates worldwide across four sectors - Digital Systems & Services, Energy, Mobility, and Connective
Industries - as well as a Strategic SIB Business Unit focused on new growth areas. With Lumada at its core, Hitachi
creates value by combining data, technology and domain knowledge to solve customer and social challenges.
Revenues for FY2025 (ended March 31, 2026) totaled 10,586.7 billion yen, with 606 consolidated subsidiaries and
approximately 290,000 employees worldwide. Visit us at www.hitachi.com.

4/4 Hitachi Social Innovation Forum 2026 JAPAN


https://www.service.event.hitachi/en/regist/
http://www.hitachi.com./



