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HIRTIZ E— DB TIF < BIYIL—T2EDH * Readiness(L 71 R EEDFMH) EREN 5D E LN
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%1 HIRT/CC:HIRT Coordination Center
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1. HIRT/CC FIRST*3% JPCERT/CC*Z DS RTH#E & DEFKZ A (PoC: Point of Contact) & U\ HAKIRTRIOHARE B D F & HEITV B EDEV\GF
WREA VSTV IREE ZHEL F T,
[(BEIFIRTLDRE]

2. SINZHIRT SHREE B Y, AR SN E VBB RICESS 5B ELRFAOLF 1T BRICAIT B L1V FY RIS ESELET,

[B@EtEF2)T]

R —EXERPENBLY AURNROLERE EEBRORM(CVERSE - EBEV) B FLBENEEZELES,
[#R-1>75D1RE]

HR Y ISEEBEHI B Y, BIOHAITRENMEEEFHNOUREESBRVES ATV ITSOHEVEERELA > > T Y bz HEL £,

3. BB VAIRT

4. #tR2—H— IRT

%3 FIRST:Forum of Incident Response and Security Teams

%4 JPCERT/CC:—fR#EEAJPCERTO—F 1 % — 3>t 42— (Japan Computer Emergency Response Team/Coordination Center)
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¥ 1IPAURIITEUEA ERALIEHEERHE (Innovation Platform Agency, Japan)
%2 CERT/CC:CERT Coordination Center
%3 NCA: — it A A B A S —H —MMiEES (Nippon CSIRT Association)

* A (QA—RL— ) &FHAEBOCSIRTHEBZEE O —F
F—> 3y (EREOME) 2B L HIC YR I XY MEEE
ELTEVEY -1 T MY RV BRBEROINE
ERABCOMREZHELE T,

FZBBU-BHHIN—tFa) T EEH ZBUPTIL—F
sicER TN AN—tEFa T BEENI—RL—
FERFIOROCAD BEMNICERE HRITRE AR 1%
BB SR T—EXF)ICETEZFER-EEOEXa
TR ROHE. Eim- BRSSO BRENRERRTEEE
LF¥T,

HIIJI—7 REEFI (BU/TIL—TFR4)

HAN—tFa )T SRBUNRIBIE -
TSR (LTI, BIR DR, R Y —EX%)

BREF21VTBEE




| HIRTHMEE T 2558

HIRTOEEICISERRIRTEB E LT RIEE 28 T 315 U+ 1) 7B C mB R FI E DR AN LB HIE -
BEAE TOYAN—tF 2 ) T ROHEE EBU - JIL—TEHADEVFERRBS I VTV bRISDOZEN HD
9, ¥ HILOMANRIRTROL L THEBBOIRTEEICE DT AN —EF U TR EZHELTUVET,

WEERIRTES

HBRIRTEE TR X2 T BROWNECDITZE
CTRSNT/ UND R T RS UTHRIT
TBREEDILERBHAIRT AR EY IO THR:
T—EXRRTOCRICTA—ENYILET,

D EFa) 71 BEHRONE-AESI-EF

BIREF1) T RIAEMN— T2 v TORELRE =
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(1) IRT;EBIDEIREE DL
—RAEEEABAR S —H — MRZEE(NCA) L DEEN % TE
BLTBHRIREICEVWTHID I EVSEErr> T
&% thINER R DPoC (Point of Contact) @A $ 3
BREEERBOERBICEOTVET Flo —MREEEA
JPCERTO—F 1 %—> 3>t > A — (JPCERT/CC) & iHaL

2022F6A HIRTIZE Wz 1 Z— 7 IC3# 59 5CVE
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%1 HIRT-FIS:Financial Industry Information Systems HIRT

TBUE NBIRALIBHEERAE (IPA) B HRELEE 9585
M RIFIRA—ZILH - kJapan Vulnerability Notes
(JVN) Z AWV IBHRAEREROEFESZBLTVETD,

(2) IRT;EB) DS EHE DI
FIRSTZ@ U7 i&EhZ /& LICBINRTIHBE R 5 ONTE

NAEBMA D HIRTEDEHEEFI OB R VXS RIBHR

ORI ZBE T BVRDX “EBZHELTVET,

%2 Vulnerability Reporting and Data eXchange

M Hitachi Incident Response Team
https://www.hitachi.co.jp/hirt/
https://www.hitachi.com/hirt
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HiRDB Server Version 9 (Linuxhk) 09-01 T—AR—IEBI T L C0351 | EAL2+ALC_FLR.2
Smart Folder PKI MULTOS application 03-06 AX—hH—FRBA7S)/r—>3> | C0014 | EAL4
VIO T
Hitachi Device Manager Software, Access Control Device and C0536 | EAL2+ALC_FLR.1
Hitachi Tiered Storage Manager Software 8.0.1-02 Systems
Hitachi Virtual Storage Platform G1000, ANL—TEBHIEY IR ITT C0514 | EAL2+ALC_FLR.1
Hitachi Virtual Storage Platform VX7 Control Program
____________

80-01-25-00/00 (R8-01A-06_7)

)
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)
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Hitachi Unified Storage 130~ ~07045 4  0917/A RL—UEBHMEY IR 0420 | EAL2 3
Finger Vein Authentication Device UBReader2 EAEREERE C0332 | EAL2
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SEBREREE Y —/\ 03-00 PKI C0135 | EAL2
CBTT><> 01-00 CBTEER S R T L\ C0288 EAL1+ASE_OBJ.2.

FEFT SV -3y ASE_REQ.2. ASE_SPD.1
BRILARGLE S R T Ly SHIELD/ExLink-I1A 1.0 EF2UFABEBYTILITT C0090 | EALL
PPi& (collaborative
Hitachi Virtual Storage Platform One Block 23/24/26/28 with | UE—NEE[E Protection Profile for
C0870 | Network Devices Version
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Hitachi Embedded Storage Manager Kernel Crypto API Cryptographic Module | 5086 Level 1
Hitachi Storage Hybrid Firmware Encryption Module 5013 Level 1
Hitachi Vantara Cryptographic Library 4239 Level 1
Hitachi Virtual Storage Platform (VSP) Encryption Board for NVMe 4194 Level 1
Hitachi Virtual Storage Platform (VSP) Encryption Module 4183 Level 2
Hitachi Virtual Storage Platform (VSP) Encryption Board for NVMe 4076 Level 1
Hitachi Virtual Storage Platform (VSP) Encryption Module for NVMe 3803 Level 2
Hitachi Flash Module Drive HDE 3314 Level 2
Hitachi Virtual Storage Platform (VSP) Encryption Board 3279 Level 1
Hitachi Virtual Storage Platform (VSP) Encryption Module 3278 Level 2
Hitachi Virtual Storage Platform (VSP) Encryption Adapter 2727 Level 2
Hitachi Virtual Storage Platform (VSP) Encryption Board 2694 Level 1
Hitachi Virtual Storage Platform (VSP) Encryption Module 2462 Level 2
Hitachi Virtual Storage Platform (VSP) Encryption Engine 2386 Level 1
Hitachi Unified Storage Encryption Module 2232 Level 1
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HIBUN Cryptographic Module for Pre-boot 1.0 Rev.2 JCMVP #J0017. CMVP#1698 Level 1
Keymate/Crypto JCMVP S 751) (Solaris*ik & & Windows*2h) JCMVP #J0007 Level 1
Keymate/Crypto JCMVPS1751) JCMVP #J0005 Level 1
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