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Abstract

This document specifies the public-key cryptosystem HIME(R). HIME(R) is based
on a modular squaring (Rabin’s public-key encryption scheme [34]) over Zy, where
N = plq (p and q are prime integers, and d > 1), and utilize the fast caluculation
method for decryption. With HIME(R), security is additionally enhanced by the
OAEP converting method [5].

HIME(R) has the following exceptional features:

It is proven to be semantically secure against an adaptive chosen-ciphertext
attack (IND-CCAZ2) in the random oracle model under the factoring assumption
of N.

It has a very fast encryption speed.

The decryption speed (1536 bits) is about two-and-a-half times faster than that
of RSA-OAEP (1024 bits) [5].

The plaintext space is sufficiently large.

The amount of computation for the encryption and decryption increases only
slightly compared with previous schemes, even if the size of IV increases in the
future.

HIME(R) is the very practical public-key encryption scheme that is provably se-
cure under the factoring assumption.
This document details the algorithm of HIME(R) and its implementation.
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1 Background

Many public-key cryptosystems have been presented, and among them the RSA scheme
is the most famous and is well used. Unfortunately, however, RSA scheme is not secure
against an adaptive chosen-ciphertext attack and a concrete attack against an actual system
was shown [6]. Thus, RSA must be utilized in secure environment that the active attack is
not effective.

Many studies on provably security of public-key cryptosystems have been actively carried
out since the early 1990’s and many practical provably secure schemes have been presented.

Dolve, Dwork and Naor presented a cryptosystem that is IND-CCA2 using reasonable
intractability assumption. However, their scheme is completely impractical inasmuch as it
relies on general and expensive construction for a non-interactive zero-knowledge proof [14].

Bellare and Rogaway presented a method for converting public-key encryption schemes
based on trapdoor permutation to be IND-CCA1 [5], called OAEP (Although at first it was
believed that OAEP could convert such schemes to IND-CCA2 schemes, it has recently been
pointed out that the converted schemes are not IND-CCA2 but IND-CCAL1 [36]). Their
method is very practical and its security can be demonstrated using two assumptions, i.e.,
the computational intractability of inverting the trapdoor permutation and the existence
of ideal hash functions. That is, the proof of security is given in the random oracle model,
and this is a heuristic proof.

Cramer and Shoup presented a practical public-key cryptosystem which is IND-CCA2
in the standard model [13]. The security of their scheme is based on the intractability of
the Decisional Diffie-Hellman (DDH) problem.

Boneh presented the public-key encryption schemes Rabin-SAEP, Rabin-SAEP+ and
RSA-SAEP+ which are obtained by applying SAEP or SAEP+ (simplified versions of
OAEP or OAEP+[36]) to Rabin’s scheme or RSA[S].

Next, we will classify the security of public-key cryptosystems.

Attacks on public-key cryptosystems are classified as follows:

e Passive Attack

— Chosen-Plaintext Attack (CPA)J An adversary can always gain the cipher-
text for her chosen plaintext by sending the plaintext to an encryption oracle.
Then the adversary attacks the given target ciphertext (An adversary can al-
ways wage this attack on public-key cryptosystems because the encipher keys
are published.).

e Active Attack

— Non-Adaptive Chosen-Ciphertext Attack (CCA1)JAn adversary can gain
the plaintext for her chosen ciphertext by sending this ciphertext to a decryption
oracle before the target ciphertext is given. Then the adversary attacks the given
target ciphertext.

— Adaptive Chosen-Ciphertext Attack (CCA2)0 An adversary can always
gain the plaintext for all but her target ciphertext by sending ciphertext to a
decryption oracle. Then the adversary attacks the given target ciphertext.



The above description shows that CCA1 is a stronger attack than CPA, and CCA2 is a
stronger attack than CCAL.
Security levels of public-key cryptosystems are classified as follows.

e One-Way (OW)O It is hard for adversaries to invert the encryption function.

e Semantically Secure / Indistinguishable (IND)O It is hard for adversaries to
compute partial information about the plaintext from its ciphertext.

e Non-Malleability (NM)O It is hard for adversaries to compute a relation for R
and the ciphertexts y; = F(z;) (1 < ¢ < k) which satisfy R(z,x1, 2o, ... ,z) for the
ciphertext y = F(x), where E is an encryption function.

Now, we can form {security level}-{attack} pairs. For example, if we say that a public-
key cryptosystem is NM-CCAZ2, it means that the cryptosystem is non-malleable against
an adaptive chosen-ciphertext attack. Figure 1 shows the relation among these pairs !.
Here, A — B denotes that if a public-key cryptosystem is A, then it is certainly B. The
A - B denotes its denial. The important point is that IND-CCA2 and NM-CCA2 are
equivalent. Therefore, public-key cryptosystems that are IND-CCA2 or NM-CCA2 will
have the highest level of security.

NM-CPA NM-CCA1 NM-CCA2
—
| It
IND-CPA IND-CCA1 IND-CCA2
| | |
OW-CPA OW-CCA1 OW-CCA2

Figure 1: Relation among definitions of security for public-key cryptosystems.

The main objective of this document is to present the specification of the public-key
cryptosystem HIME(R). The design policy of HIME(R) and overview is described in Section
2.1. The algorithm of HIME(R) is given in Section 2.2, and its implementation in Chapter
3.

The security and performance of HIME(R) are described in Self-Evaluation Report.

1 This relation is discussed in [3].



2 HIME(R)

2.1 Design Policy and Overview

The design policy of HIME(R) is as follows:

(1) Securityl It can be proven to be secure in the sense of IND-CCA2 under the assump-
tion of the intractability of primitive problems (whose computational intractability
is expected under the enough studies, such as the factoring problem or the discrete
logarithm problem).

(2) EfficiencyO

(2-1) Both encryption and decryption speeds are fast.

(2-2) The ratio of a plaintext and a ciphertext “(Plaintext)/(Ciphertext)” is not
small.

(2-3) The plaintext space is sufficiently large.

(2-4) Tt can be mounted with a small memory size (including public key and secret
key sizes).

In terms of security, we believe that the factoring problem or the discrete logarithm
problem are almost ideal as a number theoretic assumption of cryptosystems, because with
sufficient study their computational intractability can be taken for granted [20, 25, 26].
Furthermore, there are two categories in number theoretic assumptions that are well utilized
in the practical cryptosystems, i.e.:

Factoring Base: Factoring problem, RSA problem, Quadratic residue problem, etc,

Discrete Logarithm Base: Discrete logarithm problem, Computational Diffie-Hellman
problem, Decisional Diffie-Hellman problem, etc,

and the factoring problem and the discrete logarithm problem are the most intractable
problems in each category.

In constructing HIME(R), we focused on the modular square function (Rabin’s encryp-
tion function), because it is well known that inverting the encryption function on Zy is
as intractable as the factoring of N, where N = pg (p and ¢ are prime numbers). An-
other reason is that it has fast encryption speed. However, the following problems were
encountered:

(P-1) The modular square function is not one-way trapdoor permutation, i.e., the decryp-
tion is not done uniquely.

(P-2) Rabin’s scheme is not secure against a chosen-ciphertext attack.

(P-3) The decryption speed is not fast (i.e., it is as same as that of RSA).



In HIME(R), we utilize OAEP [5] to solve the problems (P-1) and (P-2).

Owing to OAEP, we can get the probabilistically uniqueness of the decryption and
prove that it is secure in the sense of IND-CCA2 in the random oracle model by using
Coppersmith’s algorithm. We used this idea, applying OAEP to Rabin’s scheme to solve
(P-1) and (P-2), in HIME-2 [22]. After that the same idea was used in Rabin-SAEP and
Rabin-SAEP+ even though the padding method differs from OAEP. We can also nearly
clear the above conditions (E-2) and (E-3) by using OAEP. We believe that the condition
(2-3) is very important, because there are many protocols such as SET (Secure Electronic
Transaction) in which the additional information, such as identity information of users or
information on cryptosystems, are attached with the data encryption key, even though the
main purpose of public-key encryption schemes is to distribute the data encryption key of
secret-key encryption schemes.

In HIME(R), we make N = p?q (p,q: prime numbers, d > 1) instead of N = pq and
utilize our calculation method over Zy to solve (P-3). Previously, a modified RSA scheme
was proposed that utilizes such N and applies the original calculation method to make the
decryption speed of RSA faster. The original calculation method was done over Z,q. after
Zy is divided into Z,« and Z, by using the Chinese Remainder Theorem (CRT), and the
calculated values on Z,q« and Z, were combined on Zy by using CRT again.

Our calculation method differs from this previous one in that ours require no calculation
by using CRT. As a result, our method has the following advantages:

e [t has less modular multiplications than the previous one.

e The actual decryption speed and mountaing size will be smaller than previous one
because ours does not require Euclidean algorithm for CRT.

Although this difference is very small, it is expected that it will be non-negligible in smart
card systems and in systems in which much decryption processing must be done at one
time.

On the other hand, HIME(R) avoids the need for a hybrid scheme ? with a secret-
key encryption scheme, meaning that solving (E-4) would require no secret-key encryption
scheme to enable public-key encryption. Another problem with hybrid schemes is that they
may require the use of two different secret-key cryptosystems in a single system, which
would add to development costs.

From the above discussion, HIME(R) has almost ideal features as follows:

(H-1) It is proven to secure in the sense of IND-CCA2 in the random oracle model under
the factoring assumption of N.

(H-2) It has a very fast encryption speed.

(H-3) Its decryption speed (1536 bits) is about two-and-a-half times faster than that of
RSA-OAEP (1024 bits).

(H-4) The plaintext space is sufficiently large.

2EPOC-2 [10] and EPOC-3 [32] are known as the factoring base hybrid scheme.
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(H-5) The amount of computation for the encryption and decryption increases only slightly
compared with previous schemes, even if the size of IV increases in the future.

The condition (H-5) is important for future sonsiderations, although we did not adopt
this condition in (E-1) ~ (E-4) in Section 2.1. The processing ability of computers is
increasing rapidly, then the key length must also increase to stay ahead. This increase in
key length impairs the efficiency of encryption schemes. However, our scheme can be used
well into the future, because it can achieve efficient encryption and decryption processing
even if the key length increases.

The details of the above feature are described in the Self-Evaluation Report of HIEM(R).

2.2 Algorithm of HIME(R)
After this, |z| denotes a binary length of z.

2.2.1 Key Generation

(K-1) Choose large prime numbers p, ¢, such that |p| = |¢|, p = 3 (mod 4), and ¢ =
3 (mod 4).

(K-2) choose an integer d with d > 1.
(K-3) Compute N = piq.

(K-4) Choose positive integers kg, k; and n such that n = k — ko — k; — 1 and 2k¢ < k,
where |N| = k.

(K-5) Choose the hash functions G and H such that
G {0,137 — {0,131 H - {0,1}F 7t — {0, 1},
Then we make
Secret key:  (p, q),
Public key: (N, k, ko, k1, G, H).

Note that N/2 < 281 < N < 2F. We give the details of the length of each parameter
ko, k1 and k in section 2.3.

2.2.2 Encryption
(E-1) For a message m € {0,1}", choose the random number r € {0, 1}*°_ and compute
r = (m0* @ G(r))||(r ® H(m0* @ G(r))).
(E-2) Compute
y = 2 mod N.

Then, y is given as a ciphertext of m.



2.2.3 Decryption
(D-1) For the given ciphertext y[ check if y is a quadratic residue on Zy, namely check
yP V2 =1 (modp) and yV2=1 (mod q).
If y is not a quadratic residue, reject it.
(D-2) Compute 7o,v1, Vo, - - -, Va Such that

Yo = i\/§ mod p, 'y = v,
71 = (£vy — 20)/p mod g, Iy = +7p,

Yy— I;1* mod p'q
Vi =

pi-lg ) X (270) " mod p, T, =T 1+ g (i >2)

_ (y—T42" mod p?'q
f)/d—l - d—2
p2q
~ (y—T41* mod plq
Td = d—1
pilq

) X (270) " mod p, T4y =Ty a+7-1p"%q

) X (2%)_1 mod p,

(D-3) For 79,7172, - - - V4, compute
d

r=v%+mnp+ Y e
=2

Four z are computed because each 7y and ~; takes two values. Let those x be
T1,T2,T3,Ty4.

(D-4) For each x; (1 <14 < 4), compute s; € {0,1}"* and ¢; € {0, 1}*° such that
x; = sillti,
if z; € {0,1}*"1. Otherwise, reject y.
(D-5) For each s; and t; (1 < i < 4), compute
ri = H(s;) Dt w; = 8; ® G(ry)
by using the hash functions G' and H.
(D-6) For each w; (1 <i < 4), compute m; € {0,1}" and 2; € {0, 1}*' such that
w; = m;l|z,
and output

“reject” otherwise,

as the plaintext of the ciphertext y.



2.2.4 Soundness of Decryption

In the decryption of HIME(R), described in section 2.2.3, the soundness, namey the valid
ciphertext is correctly decrypted, is shown probabilistically.

Theorem 2.1. Suppose that G'and H are ideal hash functions. In the above algorithm, the
plaintext is correctly decoded from the valid ciphertext except with a negligible probability.

Proof. We show that z; (1 < ¢ < 4) are all square roots of y in Zy (cf. section 2.2.3 (D-2)).
If it is shown, there are at most four square roots of y in {0,1}*~!. Therefore it is trivial
that the probability that the decryption fails is less than 3/2%1.

We show this by induction on d. Note that any element x in Zy (N = pq) can be
written by

d

r=v%+7p+ Y %0 e (0<% Y- 1 <P 0< 71 <),
=2

and such ~; is uniquely determined.
Let d = 2. Then, the element z in Z,, can be written by x = v + v1p + 72pq for some
%0, 71,72 € Z (0 < 79,72 < p, 0 < 71 < q). Suppose that

> =y (mod p?).
Then, we have
22 = (90 + P+ %2pg)? = Y + 12t + 290p + 27%epg =y (mod p?q). (1)
And it follows that
%2 =y (mod p) and (Yo +7p)? =y (mod q).

Since p and ¢ are Blum numbers( 7y and 7; can be computed as follows (after testing if
y mod p and y mod ¢ are quadratic residue on Z, and Z, respectively):

Yo = £y mod p = +yPFV/* mod p,
M = (v —70)p " mod ¢ = (£y """ — 55)p" mod ¢.

Furthermore, 75 is induced from the equation (1) as follows:

_y— (o +7p)?modp’q (

27p) * mod p.
bq

V2
Note that pq divides y — (7o +71p)? mod p?q. We can also easily prove that y is a quadratic
residue on Z,:, if and only if ¥ mod p and y mod ¢ are respectively quadratic residue on Z,
and Zj.
Hence, it was shown that zg, 1, 22, 4 are all square roots of y in Z,»,,.
Next, let d > 2. And assume that ['y 1 (= v+ mp+ Z?:_ZI v:p"'q) are all square roots
of y in Z,a-1,. Note that ['y_; takes four values in total because vy and v; take two values

respectively.
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Suppose that

=y (mod p'g), (2)

for some x € Zya,.
Then, from the assumption, z can be written by

z=Tg1+7p" g,
for some v, € Z (0 < 74 < p). And we have
2° = (Tor +7ap" '9)* =Ta” + 200 1ap™ ‘g =y (mod plg),
from the equation (2). Hence, v, can be obtained by

_ y—T41” mod piq
- pilq

Y X (27) ™" mod p.
Note that p?1q divides y — I'y_1? mod pq.

We can also easily prove that y is a quadratic residue mod p?q if and only if ¥ mod p
and y mod ¢ are respectively quadratic residue on Z, and Z,, by induction.

From the above discussion, Theorem 2.1 was proved. O

2.2.5 Remark

We can send

0 ifo<z < N/2,

)1 ifN/2<z <N,
or the Jacobi symbol g = (%) with a ciphertext to support the decryption processing,
where ( is useful when d is even. Note that the security proof is not broken even if o and

[ are sent with the ciphertext.

2.3 Key Length

We firstly describe the length of each parameters kg, k; and & in HIME(R). We recommend
to take |kol, |k1| > 128 in the algorithms of HIME(R).

Table 1 gives the comparison of each modulus length, namely |k|, of N = pq, N = p?q
and N = p3q where p and ¢ are prime numbers. Each modulus length is determined to
make the intractability of factoring almost same when NFS and ECM are used (cf. Self-
Evaluation Report of HIME(R)).

RSA and RSA-OAEP are based on the compositive number N = pg. HIME(R) is based
on the compositive number N = p?q or N = p3¢q. Table 1 clarify the relation of the length
of each modulus when the computational intractability of each factoring problem is the
almost same. For example, 1024-bits RSA correponds to 1344bits HIME(R) (N = p?q),
and 2048-bits RSA corresponds to 2304-bits HIME(R) (N = p?q).
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Table 1: The length of modulus

Modulus length (bits)
N =pq 1024 2048 4096
N = p%q 1344 2304 4032
N = p’q 1536 3072 4032

2.4 Remark on Implementation (Manger’s Attack)

Recently, Manger presented the chosen ciphertext attack against PKCS #1 v2.0 [27]. His
attack is based on the “integrity check”. The actual system must be implemented to be
careful with integrity check as described in [27]. In this docunemt, we omit the details of
countermeasure against this attack, because this problem is not peculiar to HIME(R) but
is common to many other public-key cryptosystems.
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3 Implementation

In this section, we will explain the method of implementation of HIME(R) public key
encryption.

We assume that d = 2 in N = p?q, and the key (modulus) length is 1344-bit (the length
of the prime factor is 488-bit). Moreover, the length of the parameters kg, k; are asuumed
to be 128-bit.

Notations

z || y : the concatenation of bit sequences = and y (e.g. (0110)]|(101) = (0110101))
z @ y : the exclusive-or (XOR) of bit sequences = and y

x & y : the logical multiplication (AND) of bit sequences = and y

|z| = the bit length of a bit sequence x

2™ : the most significant n-bit of a bit sequences x

xn : the least significant n-bit of a bit sequences x

0™ : the 0-sequence of bit length m (e.g. 0° = (00000))

{0,1}* : the set of all bit sequence of finite length

{0,1}* : the set of all bit sequence of length 4

Z, : the set of residues modulo a positive integer n (= {0,1,2,... ,n—1})

a mod n : the residue of an integer a modulon (€ Z,) (We assume that the representatives
of residues are in {0,1,2,... ,n—1}.)

3.1 Auxiliary Functions

For implementation of HIME(R), some auxiliary functions such as operations on multiple-
precision integers, pseudorandom bit generation, prime number generation are needed. In
this section, we will describe these auxiliary functions which are necessary.

3.1.1 Multiple-precision Integers

Ordinarily, large integers are represented by arrays which consist small integers such as
”int” on computers. That is, first, a large integer a is written in the form:

a=a,b" +a, 0"+ -+ a1b+ ag

(b : the base,0 < a; < b)

and each a;(0 < i < n) is stored in an array A[i]. These arrays A[i](0 < i < n) are treat as
an integer.

In this form, ”the most significant bit” of « means the most significant bit of a,,.

For practical methods of addition, subtraction, multiplication, division and exponenti-
ation, see [28]0

For the modular multiplication, we recommend the Montogomery method for efficiency.
Moreover, some efficient methods for modular inverse and modular exponentiation are

known([28]).
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3.1.2 Pseudorandom bit generation and a Hash function

It is desired that the random numbers used in our scheme are truely "random”, but in
practice, we will use outputs of a pseudorandom bit generator which is used in general.
We redommend to use the methods which are described in ANSI X9.17[1], X9.31[2], FIPS
186-1[16] and so on.

The functions G; and H; (i = 1,2) which are used in our scheme are able to realized by
the Hash function SHA-1 [16]0 For more detail, see Section 3.2.

3.1.3 Prime number generation

The prime numbers p,q should be choosen so that the factorization of N is infeasible and
it is recommended that the following conditions are satified:

e p — 1 has a large prime factor r.

e p+ 1 has a large prime factor s.

e r — 1 has a large prime factor ¢.

0 q is similar[

We call these prime numbers ”the strong prime numbers” in this document. For methods

of generating strong prime numbers which satisfy the above conditions, see [28].

3.1.4 Representation

We use some constants in this document. The constants are represented in hexadecimal
form and the left edge is the most significant bit.

3.2 The functions G, H

We define the functions G, H used in the encryption and the decryption as follows:

h : the hash function SHA-1 {0,1}* — {0, 1}'%
At first, we define some constants (hexadecimal form):

C, = h(ABCDEFGHIJ)9s = 9F67EFC6AFA95F1AEF9B3351D6B01D7E
Cy = h(BCDEFGHIJA)5s = 170888BEB90A04C3E376F38B82BD1CE3
C3; = h(CDEFGHIJAB);;s = 6B7251B714CEA740141D297F8F668AET
o h(DEFGHIJABC);5s = C8194A67C58DF324670E3809AB2A2520
Cs = h(EFGHIJABCD);5s = AE8908B2099F10ED1D4636879758E7DA
Cs = h(FGHIJABCDE);5s = 85A21740116888CEF94EF96ES32DB5AB
C; = h(GHIJABCDEF),5s = 980B37185C562631188652C45129D6ED
Cs h(HIJABCDEFG)15s = 25E5813CF47EE7224910F4AA54588C92
Cy = h(IJABCDEFGH);5s = 6EB6545C336D76DE9F03288032E31BB1
Ciy = h(JABCDEFGHI);;s = 4F20B5C790DF24CF1BE34053D26740DB
C =

h(ABCDEFGHLJ)%||h(BCDEFGHIJA)%||. . . ||h(HIJABCDEFG )%=
D6B01D7E0591B74882BD1CE3F322876C8F668AE72DDEOED8AB2A25204C830C79
9758E7DAC38E99AES32DB5ABC3ACSB885129D6ED7 148036954588C923C159271

h'(z) = h((z]|z) ® C)1as : {0,1}*¢ — {0,1}'8
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G(z) = {N'(z[|C1) & a}||W(z]|Co)[] - - [ (x]|Co)| ' (x]|Cro)sa = {0, 1} — {0, 1},
31

(= 7FF (=2'2" — 1 as an integer))

H(x) = h’(x1||C’1) D h'(x2||02) D---D hI(ZUgHCg) D h,(xIOHCIU) : {0, 1}1216 — {0, 1}128

where, 2|05 = z||za|| - - - ||To ||z 10, |2:] = 128.

Remarks.
1. In the above, we define G so that, as integers, the outputs of G are less than 2215,
2. The above construction for G, H follows [4].

3.3 Key Generation (d =2, |[N| = 1344)

We assume that some function PGen which outputs the ”strong prime numbers” for some
inputs "seeds” are available (3.1.3).

Input ”seeds” for PGen
Output public key (N), secret key (p, q, «, 3, 2)

—_

Generate a strong prime number (using PGen) p such that p = 3 mod 4, |p| = 448.

Generate a strong prime number (using PGen) ¢ such that ¢ = 3 mod 4, |¢| = 448,
and g # p.

Calculate N = p?q.

If |[N| < 1344 then update the "seeds” and goto step 1.

Calculate o = (p+ 1) /4.

Calculate = (¢ +1)/4.

Calculate z = p~! mod q.

Rerurn (N) and (p, ¢, «, 3, z) and end.

N

PN o Ot W

3.4 Convert
Input m (|m| = 1088), a random number R (|R| = 192)
Output m’ (|m'| = 1344)

1. Calculate r = most significant 128-bit of SHA-1(R).
2. Calculate s = (m||0'%®) & G(r).

3. Calculate t = r & H(s).

4. Return m' = s||t and end.

3.5 Convert !

Input m' (|m/| = 1344)
Output m (|m| = 1088), w (|w| = 128)

15



Let m' = §||t/, |§'| = 1216, |t'| = 128.
Calculate ' =t' @ H(s').

Calculate M = ¢' @ G(r").

Let M = m||w, |m| = 1088, |w| = 128.
Return m, w and end.

il W=

3.6 Encryption

Input a palintext m (|m| = 1088, where the most significant bit of m = 0, i.e. as an integer
m < 21987) the public key (N)
Output the ciphertext C' (|C'| = 1344)

1. Choose a random number R such that |R| = 192.
2. Calculate x = Convert(m, R).

3. Calculate C' = z? mod N.

4. Return C' and end.

3.7 Decryption

Input a ciphertext C' (|C'| = 1344), the public key (N) and the secret key (p, q, @, 3, 2)
Output the plaintext m (|m| = 1088) or "reject”

1. Calculate C}, = C' mod p, C; = C mod g,
2. Calculate a; = € mod p.
If a? mod p = C), then calculate ay = p — a; else go to 6.
3. Calculate b; = C’qﬂ mod q.
If b? mod ¢ = C} then calculate by = ¢ — b; else go to 6.
4. Calculate
1) y=(by —a1)z mod ¢, and X; = a; + yp (as an integer).
2) y=(by —az)z mod ¢q, and X3 = as + yp (as an integer).
3) y=(by—ay)z mod ¢, and X3 = a; + yp (as an integer).
4) y = (by —az)z mod ¢, and X, = ay + yp (as an integer).
5. For 7 from 1 to 4 do
1) Calculate s = (X? — C)/pq (as an integer).

2) Calculate t = p — (s mod p).

3) Calculate Y = ¢/2X; mod p.

4) Calculate z = (X; + Ypq) mod N.

5) Calculate (m',w) = Convert !(z).

6) If w=0'" then m = m’ and go to 7.

6. Let m ="reject”.
7. Return m and end.
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3.8 Bit Length

In this section, we describe the bit length of variables used in the encryption and the
decryption.

Key
Public key | |N| = 1344
Secret Key | |p| = lq| = |a| = |8] = |2| = 488

Encryption
Input |m| = 1088
Variables | |R| =192, |z| = 1344
Output | |C| = 1344

Decryption
Input |C] = 1344
Variables | |Cp| = |C,| = 448, |a;| = |b;| = 488, |y| = 448, | X;| = |s| = 896
7 = [V = 488, [2] = 1344, [m/| = 1088, [w] = 128
Output | |m| = 1088
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